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Notice of Amendments to TERMS & CONDITIONS FOR ONLINE
BANKING

Please be informed that TERMS & CONDITIONS FOR ONLINE BANKING SERVICE (the “Terms
and Conditions”) will be amended in April, 2017 as set out below:

A. Summary of the key changes to the Terms and Conditions

The Terms and Conditions are amended:

e to make the Terms and Conditions applicable to the Online Banking Services
provided by the Bank via mobile application software as may be designated by the
Bank from time to time;

e to specify certain security measures in relation to the use Online Banking Services;

e to clarify that no person other than the Bank and the Customer will have any right
under the Contracts (Rights of Third Parties) Ordinance (Chapter 623 of the Laws of
Hong Kong) to enforce or enjoy the benefit of any of the provisions of these Terms
and Conditions. Application of the Contracts (Rights of Third Parties) Ordinance
(Chapter 623 of the Laws of Hong Kong) is hereby expressly excluded;

e to enhance clarity of the meaning of the provisions.

Please refer to Part B for full details of the newly added provisions and amendments.

B. New provisions and amendments to the Terms and Conditions (additions are underlined
and deletions are crossed out):

Original Amended
Clause or New
Amendment(s)
number clause
number

1.4 No Change | “Computer System” means the computer equipment, mobile devices,
other equipment or devices, and all hardware, software, application
and modem connected to or contained in it which is required to
access the Online Banking Service.

1.5 No Change | "Content(s)" means all messages, files, characters, text, files, data,
software, images, photographs, illustrations and other materials
whatsoever that appear, can be heard, read, downloaded or
accessible through the Website, Mobile App and/or the Online
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Banking Services.

N/A 1.12 Add the following new clause 1.12 and update subsequent
numbering accordingly:

“Mobile App” means such mobile application software as may be
designated by the Bank from time to time.

1.13 1.14 "Online Banking Services" means the services rendered by the Bank
via the Website and/or Mobile App which enable the Customer to
obtain information or data from the Bank and/or give instructions to
the Bank including but not limited to effecting transactions through
the Bank by the use of the Computer System.

1.14 1.15 "Online Banking Transaction" means a transaction effected by the
Bank en in accordance with an Online Banking Instruction.

1.19 1.20 "Third Party Website(s)" means web pages or websites outside or
linked to the Website or the Mobile App (including but not limited to
hyperlinks, search engines and advertisements).

2(a) No Change | Online Banking Services are offered by the Bank to the Customer only
if the Customer maintains at least one aeceunt Designated Account

with the Bank in Hong Kong.

2(d)(iv) | No Change | transfer of funds from any Designated Account to any account
(whether in the name of the Customer or any other person)
maintained with any Hong Kong Licensed—Bank licensed bank
provided that such recipient account has been registered with the
Bank as a permitted recipient account for such purpose in such
manner and supported by such documents as the Bank may
reasonably prescribe; and

2(f) No Change | The Online Banking Services provide an additional means subject to
the General Terms and Conditions for the Customer to operate its
accounts Designated Accounts and conduct transactions....

2(h) No Change | The Bank is providing the Online Banking Services to the Customer
for the Customer’s own use, and only for the purposes prescribed by
the Bank from time to time, and subject to these Terms and
Conditions....

3(0) No Change | |n order to use the Funds Transfer Services, the Customer must
maintain use a Security Feken Code. The Bank may require the
Customer to maintain—a use Security Foken Code in order to use
access any other Online Banking Services.
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3(e) No Change | while acknowledging that funds transfer to third party accounts
involve risks, the Customer agrees that the Bank shall not be liable to
the Customer and / or any third party for any delay and/or non-
transfer of part or all of the Transferred Amount or any mistake
made in the transfer of the Transferred Amount in the absence of
gross negligence, wilful misconduct or fraud of the Bank.

4(a)(ii) | No Change | to set a Password that is difficult to guess (e.g. not to select such
information as birthday, telephone number or recognizable part of
the Customer's name in selecting new password:) and different from
the ones for other services;

4(a)(vi) | No Change | not to write down or record the Username, Password or Security
Code without disguising it; and

4(a)(vii) | No Change | to change the Password on a regular basis: and not to store the
Password on computers, mobile phones or place in plain sight;

Add the following new clauses 4(a)(viii) - 4(a)(xvi):

N/A 4(a)(viii) | to_act in_such manner so as to avoid shoulder surfing over the

Username, Password or Security Code;

N/A 4(@)(vix) | not to use public or shared personal computers or mobile devices or

public Wi-Fi to access the Online Banking Services;

N/A 4(2)(x) if the Bank sends a one-time password to the Customer’s mobile

device, not to send such one-time password from one mobile device

to another mobile device;

N/A 4(a)(xi) to install appropriate anti-virus, personal firewall software and other
security software to protect the devices the Customer uses to access
the Online Banking Services;

N/A 4(a)(xii) in_case of Online Banking Services for business purposes, to adopt
proper dual controls and authorization before conducting high-risk
transactions;

N/A 4(a)(xiii) | to safequard against social engineering techniques for obtaining the
Customer’s information such as the Username, the Password or the
Security Code through fake or suspicious emails, websites or internet
banking mobile applications or impersonating the Bank’s staff or the
police;

N/A 4(@)(xiv) | to_only connect to the Website by typing the authentic website
address into the browser or by book marking the genuine website for

FOR POSTING: Jan 25, 2017 to Mar 27, 2017

MRS




EFEEREEAN

Important Notice to Customers

N h ERBIBER 1T @

China Construction Bank (Asia)

subseguent access and not to access the Website through hyperlinks

embedded in emails, internet search engines or suspicious pop-up

windows;

N/A 4(@)(xv) | to only connect to the Mobile App downloaded from the Website or
app stores designated or approved by the Bank; and

N/A 4(a)(xvi) | to promptly check the relevant notification and account statements
or advice the Bank sends to the Customer and information about the
date and time of the last login to Online Banking Services, and to
notify the Bank as soon as practicable by calling the Bank’s customer
hotline posted by the Bank in the Website or Mobile App whenever
unusual transactions or observations are detected.

4(a) No Change | The Customer may be held liable for the losses if he has failed to
comply with any of the above safeguards.

4(b) No Change | . |f the Customer fails to report such incidents to the Bank as soon
as reasonably practicable, or has otherwise acted fraudulently or with
gross negligence, the Customer may be held responsible for all such
transactions involving the use of the Card, Username, Password
and/or Security Code and all direct losses as a result.

4(d) No Change | A Card, Username, Password or Security Token shall remain effective
until changed or cancelled by the Customer ercanceled-by-the Bank
or-any-otherissuing—autherity (provided that the Bank has received

notice of the change or cancellation from the Customer): and the
Bank has a reasonable opportunity to act upon the notice) or

cancelled by the Bank or any other issuing authority.

4(P(ii)) | No Change | ensuring that the Customer only accesses the Online Banking
Services and-the-Website by means and procedures approved by the
Bank;

4(H)(v) No Change | ensuring that the browser, cache memory and/or app cache memory
(as the case may be) will be cleared as soon as the Customer signs
off from or exits the Website and/or Mobile App;

4(f)(vi) | No Change | ensuring that the Customer signs off from the Website and exits the
browser and/or Mobile App (as the case may be) immediately after
each time he uses eraceesses the Website and/or Mobile App; and

5(a) No Change | The Bank may at its discretion restrict, suspend or terminate all or
any part of the Online Banking Service upon closure of the
Customer's Designated Accounts or at any time without notice or
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reason to the Customer if the Bank has reasonable grounds for doing
so.

5(0) No Change | save and except for the circumstances set out in Clauses 5(a) and
5(d) of these Terms and Conditions, the Bank will use its reasonable
endeavour to provide prior notice to the Customer of any changes,
amendments to, suspensions, restrictions or terminations of the
Online Banking Services, andtoer the Website and/or the Mobile App...

9 No Change | Any Online Banking Instruction must be given by the Customer to the
Bank by quoting the User Name, Password, Security Code;Seecurity
Token-(if requested by the Bank) and other information required by
the Bank to effect Online Banking Transactions. Online Banking
Instructions shall not be considered to be received by the Bank
unless they are given in such manner as the Bank may prescribe and
has been actually received by the Bank.

9(b) No Change | The Bank-will-notsend—any—separate—advice—to-the Customer—with
respect—to—Online—Banking—Transaction- A record of each Online

Banking Transaction will be shown in the regular account statements
provided by the Bank to the Customer.

9(9) No Change | In the event of system failure of the Online Banking Services, the
Bank may cancel any Online Banking Instruction placed enline by the
Customer....

10(b) | No Change | The Customer undertakes not to tamper with, modify, decompile,
reverse engineer or otherwise alter or gain unauthorized access to
any part of the Online Banking Services er, the Website, the Mobile

App or any of the software comprised in them...

11(b) No Change | The Customer shall hold harmless and indemnify the Bank, its
officers, employees and any other person appointed by the Bank
against all actions, liabilities, claims, demands, losses, damages and
taxes of any kind made against or incurred by the Bank and such
reasonable costs and expenses reasonably incurred by it (including
legal fees) in connection with the Bank's provision of the Online
Banking Services and/or the exercise of the powers and rights of the
Bank under these Terms and Conditions, unless such liabilities,
claims, costs, damages, expenses, actions or proceedings are caused
directly by the negligence or wilful misconduct of any officer,
employee or agent of the Bank and without gross negligence, fraud
or fault on the part of the Customer.
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13

No Change

...If the Customer fails to report such incidents as soon as reasonably
practicable to the Bank or has otherwise acted fraudulently or with
gross negligence, the Customer may be responsible for all direct
losses as a result of all unauthorized transactions involving the use
of, as the case may be, the lost Security Token by any person. If a
replacement Security Token is issued, the Bank may charge a fee for
it.

14(b)

No Change

The Customer understands and accepts that any person who has
access to, possesses, knows or is allowed to find out abeut the
Password and has access to the Security Token (if any) will may be
able to have access to the Designated Account(s) and the Bank shall
not be responsible for any losses in relation thereto.

14(c)

No Change

The Customer understands and accepts that, unless there is gress
negligence or wilful default of the Bank, the Bank shall not be liable
for any claim, loss or damage suffered by him in relation to the
Online Banking Services as a result of:

14(c)(v)

No Change

any loss of profits or opportunity or any other consequential or
indirect loss or liability caused by the use of or inability to use the
Online Banking Services or from any errors, inadequacies or failures
of any machine, Online Banking Services, Website, Mobile App,
the System, data processing system or
transmission link or any industrial dispute or any other factor
outside the control of the Bank or outside the control of the agents
or sub-contractors of the Bank, whether caused by negligence or

internet, Computer

otherwise.

15(a)(ii)

No Change

the Online Banking Services, the Website and the Mobile App may not
meet all the requirements or expectations of the Customer; and

15(a)(iii)

No Change

the operation, functionality and reliability of the Online Banking
Services, the Website and the Mobile App:

16(b)

No Change

...The Bank and any such Third Party Provider(s)/Third Party
Website(s) are not responsible or liable for any actions that the
Customer takes or does not take based on such data or information
or service or product provided by the Third Party Provider(s)/ Third
Party Website(s) and the Customer will use such data, information,
service or product solely for the purposes set forth in these Terms
and Conditions; such data or information is proprietary to the Bank
and/or any such Third Party Provider(s)/Third Party Website(s) and
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the Customer will not retransmit or disclose such data or information
to third parties except as required by applicable laws, rules and
regulations; and the Custemer’s Customer will use such data or
information solely in compliance with applicable laws, rules and
regulations.

16(d)

No Change

The Bank may provide links to websites which are provided by its
group companies on the Website or the Mobile App....

17(a)

No Change

The Customer acknowledges that all Content(s) on the Website, the
Mobile App and all related software(s) are proprietary to the Bank
and/or Third Party Provider(s) and are subject to IP Rights. Unless
otherwise expressly stated or approved in writing by the Bank or
such Third Party Provider(s) (as the case may be), nothing on the
Website, the Mobile App or Third Party Website(s) shall be implied as
granting the Customer any right or licence to use any IP Rights
related to or shown on the Website, the Mobile App or Third Party
Website(s).

17(b)(iii)

No Change

break into, access or use or attempt to break into, access or use any
part of the Online Banking Services, the Website, the Mobile App, the
Third Party Website(s), the Content(s) and/or any data areas on the

Bank's server(s) or those of any Third Party Provider(s) for any
purposes unauthorized by the Bank or such Third Party Provider(s);

17(b)(iv)

No Change

infringe the IP Rights of any person or any party in using the Website,
the Mobile App or any Content(s);

17(b)(v)

No Change

violate any applicable law of any applicable jurisdiction in the use of
the Online Banking Services, andter the Website and/or the Mobile
App; and/or

17(b)(vi)

No Change

collect or store personal data of or about other users of the Website,
the Mobile App or Third Party Website(s).

18

No Change

...Any revision or addition to these Terms and Conditions shall
become effective subject to the Bank giving reasonable notice to the
Customer which may be given by posting it on the Bank's—website
Website or by such other means as the Bank thinks fit, and shall be
binding on the Customer if the Customer continues to maintain or
use the Online Banking Services on or after the effective date of the
revision or addition.

N/A

22

Add the following new clause 22 and update subsequent numbering
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accordingly:
No Third Party Rights

No person other than the Bank and the Customer will have any right
under the Contracts (Rights of Third Parties) Ordinance (Chapter 623
of the Laws of Hong Kong) to enforce or enjoy the benefit of any of
the provisions of these Terms and Conditions. Application of the
Contracts (Rights of Third Parties) Ordinance (Chapter 623 of the
Laws of Hong Kong) is hereby expressly excluded.

Customers may contact our branch staff for a copy of the full version of the revised Terms
and Conditions. For enquiries, please contact any of our branch staff or call Customer
Service Hotline at 277 95533.

We will notify customers of the effective date of the revised Terms and Conditions in mid-

March, 2017. The above amendments shall be binding on customers if they continue to use

our Online Banking Services on or after the effective date. If customers decline to accept the
above amendments, they have the right to terminate their Online Banking Services in
accordance with the existing Terms and Conditions before the effective date. Should
customers wish to terminate their Online Banking Services, please notify us through the

Customer Service Hotline.

The English version of this notice shall prevail if there is any discrepancy between the

English and Chinese versions.
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