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Fraudulent website alert

Hong Kong — November 19, 2024 — China Construction Bank (Asia) (“CCB (Asia)” or
the “Bank”) would like to alert its customers and the general public fraudulent websites

¢ https[:]//jiansheyinhang][.]top
e https[:]//carousell-hk[.]Jorgaoil[.]shop/login/112JN317YE319E5451714

and suspicious internet banking login screen (please see below screenshots). The
Bank would like to declare that it has no connection with such websites, and remind all
customers and the public to stay vigilant and not to provide any personal data to such
websites.

The Bank has reported the above case to the Hong Kong Police Force, and will report
to the Hong Kong Monetary Authority. Further action deemed necessary and
appropriate will also be taken to protect the Bank’s reputation and the interests of its
customers and the general public. Anyone who has visited the aforesaid fraudulent
websites and the suspicious internet banking login screen, and provided personal
information or has conducted any transactions through such websites should
immediately report to the Hong Kong Police Force.

Customers are reminded to ensure they are connected to a valid CCB (Asia) site. The
Bank’s Hong Kong domain is https://www.asia.ccb.com. Customers should access
banking services by typing in the website address in the address bar of the browser.
Should customers have any inquiries, please contact our customer service hotline at
+852 2779 5533.

Below are the screenshots of the fraudulent websites and suspicious internet banking
login screen:
(Chinese version only)
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