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客客 戶戶 重重 要要 通通 知知   
IImmppoorrttaanntt  NNoottiiccee  ttoo  CCuussttoommeerrss  

 

 

Fraudulent Websites and APPs Notification 
 

 
 
China Construction Bank (Asia) (“CCB (Asia)” or the “Bank”) would like to alert its 
customers and the general public for fraudulent websites and APPs (see Appendices 1 
& 2). The Bank would like to declare that it has no connection with such websites and 
APPs, and remind all customers and the public to stay vigilant and not to provide any 
personal data to such websites and APPs. 
 
The Bank has reported the cases to the Hong Kong Police Force and will report to the 
Hong Kong Monetary Authority. Further action deemed necessary and appropriate will 
also be taken to protect the Bank’s reputation and the interests of its customers and the 
general public. Anyone who has visited such fraudulent websites and APPs, and 
provided personal information or has conducted any transactions through such 
websites and APPs should immediately report to the Hong Kong Police Force.  
 
Customers are reminded to ensure they are connected to a valid CCB (Asia) website. 
The Bank’s Hong Kong domain is https://www.asia.ccb.com. Customers should access 
banking services by typing in the website address in the address bar of the browser 
and/or use CCB (HK&MO) Mobile App that can be downloaded from the APP Store, 
Google Play, and HUAWEI APP Gallery. Should customers have any inquiries, please 
contact our customer service hotline at +852 2779 5533. 
 
 
 
 

China Construction Bank (Asia) Corporation Limited 
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Appendix 1： 
 
Fraudulent Websites (♦newly reported in this update) 

Batch Links of Fraudulent Websites 
May 
2025 – 
2nd 
Batch♦ 

• https[:]//carousell-hk[.]walkeazy[.]shop/login/397SU017WU483Q1632438 
• https[:]//carousell-hk[.]flkeeesoe[.]shop/login/170LU017PP480D8844048 
• https[:]//carousell-hk[.]flkeeesoe[.]shop/login/325JU417TN480P8911119 
• https[:]//carousell-hk[.]flkeeesoe[.]shop/login/388WW417VG480B9009298 
• https[:]//carousell-hk[.]flkeeesoe[.]shop/login/284ZL017CX480T9079878 
• https[:]//carousell-hk[.]flkeeesoe[.]shop/login/312BL217FL480X9140227 
• https[:]//carousell-hk[.]flkeeesoe[.]shop/login/331ZO017XB482V0157749 
• https[:]//carousell-hk[.]rtlkea[.]shop/login/200YP417ZT479R7201565 
• https[:]//carousell-hk[.]rtlkea[.]shop/login/200ZZ417IZ479T7201565 
• https[:]//carousell-hk[.]tisket[.]shop/login/345PR817UC477A3903371 
• https[:]//carousell-hk[.]skechstre[.]shop/login/190AJ717CZ475B7263652 
• https[:]//carousell-hk[.]skechstre[.]shop/login/313TO017SX475J7329368 
• https[:]//carousell-hk[.]skechstre[.]shop/login/181IN117ZO475Z7410590 
• https[:]//carousell-hk[.]skechstre[.]shop/login/363QU217MD475V7492927 
• https[:]//carousell-hk[.]luklosket[.]shop/login/274VW317HC473H6784346 
• https[:]//carousell-hk[.]luklosket[.]shop/login/282KT017PY473E6840660 
• https[:]//carousell-hk[.]mhtsketch[.]shop/login/397MW017UH472J2320868 
• https[:]//carousell-hk[.]bdbusket[.]shop/login/124WY017YZ471Z9680699 
• https[:]//carousell-hk[.]bosen[.]shop/login/149MK017BQ465K2683516 
• https[:]//carousell-hk[.]vfqske[.]shop/login/166YA617JW466L5386496 
• https[:]//carousell-hk[.]vfqske[.]shop/login/166KI617MY466G5386496 
• https[:]//carousell-hk[.]vfqske[.]shop/login/166NJ617RF466A5386496 
• https[:]//carousell-hk[.]vfqske[.]shop/login/117ME517NI466R7528568 
• https[:]//carousell-hk[.]xoqfat[.]shop/login/353TM517KM462I6878754 
• https[:]//carousell-order[.]hk-trade[.]icu/auth/229359584?bank=29&refer=2 
• https[:]//carousell-hk[.]bosen[.]shop/login/149ZQ017BY465F2683516 

May 
2025 – 
1st Batch 

• https[:]//flb[.]wgc360[.]com/CCBIS/V6/STY4/B5/login_hk[.]jsp 

Apr 
2025 

• https[:]//carousell-hk[.]pikalty[.]shop/login/268CM117GA448N6170589/ 
• https[:]//carousell-hk[.]pikalty[.]shop/login/388EB317FR448J6550424/ 
• https[:]//carousell-hk.kripiker[.]shop/login/100ZB817MB444B3614372/ 
• https[:]//carousell-hk[.]kripiker[.]shop/login/270AX817ZF445F1771042/ 
• https[:]//carousell-

order[.]asiafinance[.]world/auth/240248167?bank=29&refer=2  
• https[:]//carousell-

order[.]asiafinance[.]world/auth/191798264?bank=29&refer=2  
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• https[:]//carousell-
order[.]asiafinance[.]world/auth/250837881?bank=29&refer=2  

• https[:]//carousell-order[.]asiafinance[.]world/auth/258753210?bank=29 
• https[:]//carousell-order[.]asiafunds[.]top/auth/211220901?bank=29 
• https[:]//carousell-hk[.]hapikas[.]shop/login/342PA717TB442G5600934 
• https[:]//carousell-order[.]transfer-asia[.]icu/auth/213984990?bank=29 
• https[:]//carousell-hk[.]wopiyu[.]shop/login/300AB717VW438F7366820  
• https[:]//carousell-hk[.]wopiyu[.]shop/login/227SZ317KO438O7397559  
• https[:]//carousell-hk[.]wopiyu[.]shop/login/330RY917RD438B7431768  
• https[:]//carousell-hk[.]tukiks[.]shop/login/247YF517GX435A2289332  
• https[:]//carousell-hk[.]tukiks[.]shop/login/222IF517ML435N2313739  
• https[:]//carousell-hk[.]tukiks[.]shop/login/282JV817EM435L2359835  
• https[:]//carousell[.]viabank[.]shop/auth/241374054?bank=29 
• https[:]//carousell-hk[.]tukiks[.]shop/login/255WV717ZT435O5942420 
• https[:]//carousell-hk.kiksuos[.]shop/login/106QW817OJ434Y2557489 

Mar 
2025 - 
2nd 
Batch 

• https[:]//carousell.byfps[.]icu/auth/196475017?bank=29 
• https[:]//carousell.byfps[.]icu/auth/259813274?bank=29 
• https[:]//carousell-hk[.]dkstation[.]shop/login/245AS417WU425I5877274 
• https[:]//carousell-hk[.]bsrtat[.]shop/login/108WW717XZ426W1299385 
• https[:]//carousell[.]banktransfer[.]top/auth/226069404?bank=29  
• https[:]//carousell[.]banktransfer[.]top/auth/230768403?bank=29  
• https[:]//carousell[.]banktransfer[.]top/auth/242223363?bank=29  
• https[:]//carousell-hk[.]bsrtat[.]shop/login/114NS917EU426T5170052 
• https[:]//carousell-hk[.]bsrtat[.]shop/login/129EO217KL427R0331544 
• https[:]//carousell-hk[.]bsrtat[.]shop/login/363PK017YM427I0406753 
• https[:]//carousell-hk[.]bsrtat[.]shop/login/111QV417UK427R0251327 
• https[:]//carousell-hk[.]ataty[.]shop/login/125XJ417DB427C3766291 
• https[:]//carousell-hk[.]kstation[.]shop/login/309DG617WD424V6462078 
• https[:]//carousell-hk[.]kstation[.]shop/login/342TV917LM424B6702874 
• https[:]//carousell-hk[.]kstation[.]shop/login/211AG217LA425V2359349  
• https[:]//carousell[.]asiatransfer[.]icu/auth/219926790?bank=29  
• https[:]//fpsasia[.]icu/auth/228038251?bank=29 
• https[:]//transasia[.]top/auth/228038251?bank=29 
• https[:]//transasia[.]shop/auth/228038251?bank=29 
• https[:]//asiafps[.]top/auth/228038251?bank=29 
• https[:]//fpsasia[.]top/auth/228038251?bank=29 
• https[:]//asiafps[.]icu/auth/228038251?bank=29 
• https[:]//asiatransfer[.]shop/auth/228038251?bank=29 
• https[:]//asiatransfer[.]icu/auth/228038251?bank=29 
• https[:]//transasia[.]icu/auth/228038251?bank=29 
• https[:]//asiaway[.]top/auth/228038251?bank=29 
• https[:]//carousell-hk[.]datatel[.]shop/login/107SB617XF423Y8571072/ 
• https[:]//carousell[.]asiasell[.]shop/auth/228038251?bank=29 
• https[:]//carousell-hk[.]datatel[.]shop/login/135CG917OH423Q8453257 
• https[:]//carousell-hk[.]datatel[.]shop/login/390DM617YW424W4249687 
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• https[:]//carousell[.]asiasell[.]shop/auth/196958390?bank=29  
• https[:]//carousell[.]asiasell[.]shop/auth/201009807?bank=29  
• https[:]//carousell-hk[.]ketotkkij[.]shop/login/232ZQ317JN422I1122792 
• https[:]//carousell-hk[.]solitato[.]shop/login/314TM817OE423R5799280  
• https[:]//carousell-hk[.]solitato[.]shop/login/277LI817HY423N5867436  
• https[:]//carousell-hk[.]solitato[.]shop/login/296EU117HD423T5798688  
• https[:]//carousell[.]fps-asia[.]icu/auth/261636880?bank=29 
• https[:]//carousell[.]asiawallet[.]icu/auth/261636880?bank=29 
• https[:]//carousell[.]asia-fps[.]icu/auth/261636880?bank=29 
• https[:]//asiaway[.]icu/auth/261636880?bank=29 
• https[:]//asiabuy[.]icu/auth/261636880?bank=29 
• https[:]//fpsonline[.]digital/auth/261636880?bank=29 

Mar 
2025 – 
1st Batch 

• https[:]//carousell.receivefps[.]digital/auth/186180882?bank=29  
• https[:]//carousell.receivefps[.]digital/auth/248217177?bank=29  
• https[:]//carousell.receivefps[.]digital/auth/209643198?bank=29  
• https[:]//carousell.receivefps[.]digital/auth/196661491?bank=29  
• https[:]//carousell-hk[.]ketotkkij[.]shop/login/148YN017RX422H2444073 
• https[:]//carousell-hk[.]ketotkkij[.]shop/login/158LB217LW422K2570559 
• https[:]//carousell-hk[.]ketotkkij[.]shop/login/378UH217DO422E2763648 
• https[:]//carousell[.]asiabill[.]shop/auth/210335737?bank=29 
• https[:]//carousell[.]asia-transfer[.]shop/auth/210335737?bank=29 
• https[:]//carousell[.]checkout-asia[.]shop/auth/210335737?bank=29 
• https[:]//carousell[.]transferasia[.]icu/auth/243096733?bank=29 
• https[:]//carousell[.]gateway-asia[.]icu/auth/243096733?bank=29 
• https[:]//carousell[.]asia-market[.]icu/auth/243096733?bank=29 
• https[:]//carousell[.]asia-wallet[.]icu/auth/243096733?bank=29 
• https[:]//carousell[.]asia-gateway[.]icu/auth/243096733?bank=29 
• https[:]//carousell[.]marketasia[.]icu/auth/243096733?bank=29 
• https[:]//carousell[.]transfer-gateway[.]icu/auth/243096733?bank=29 
• https[:]//carousell[.]asia-transfer[.]icu/auth/243096733?bank=29 
• https[:]//carousell[.]gateway-market[.]icu/auth/246505380?bank=29 
• https[:]//carousell[.]e-wallet[.]world/auth/242795976?bank=29  
• https[:]//carousell[.]e-wallet[.]world/auth/243096733?bank=29  
• https[:]//carousell[.]e-wallet[.]world/auth/212488785?bank=29 
• https[:]//carousell-hk[.]linetotyo[.]shop/login/336JN817UE416P9898739/ 
• https[:]//carousell-hk[.]bhetq[.]shop/login/375JH417YD416D9870353/ 
• https[:]//carousell-hk[.]cinertoture[.]shop/login/158CM517VP417E1357532/ 
• https[:]//carousell-hk[.]hefutotu[.]shop/login/363JY217IH417S1158175/ 
• https[:]//carousell-hk[.]itotoki[.]shop/login/363JY217IH417S1158175/ 
• https[:]//carousell-hk[.]bhetq[.]shop/login/231KR917XY416W8613873 
• https[:]//carousell-fps[.]confirm-order[.]today/auth/261827208?bank=29 
• https[:]//carousell-fps[.]fps-gateway[.]shop/auth/242007481?bank=29 
• https[:]//carousell-fps[.]order-transaction[.]digital/auth/242007481?bank=29 
• https[:]//carousell-fps[.]viafps[.]icu/auth/242007481?bank=29 
• https[:]//carousell-fps[.]fpsprocess[.]top/auth/262222216?refer=&bank=29  
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• https[:]//carousell-hk[.]linetotyo[.]shop/login/161NA417VE413F7192088 
• https[:]//carousell-fps.viafps[.]icu/auth/270737404?refer=&bank=29 
• https[:]//sfexpress.viafps[.]icu/auth/198688743?refer=&bank=29 
• https[:]//carousell-hk[.]bhetq[.]shop/login/324VH917KF414V9351658 
• https[:]//carousell-fps[.]fpsget[.]digital/auth/237616194?refer=&bank=29 
• https[:]//carousell-fps[.]fpsget[.]digital/auth/250763669?refer=&bank=29 
• https[:]//carousell-hk[.]linetotyo[.]shop/login/257FI117OY412C8414240 
• https[:]//fpsonline[.]icu/auth/196816309?refer=&bank=29 
• https[:]//webfps[.]world/auth/196816309?refer=null&bank=29 
• https[:]//fpsonline[.]shop/auth/196816309?refer=&bank=29 
• https[:]//webfps[.]digital/auth/196816309?refer=null&bank=29 
• https[:]//fpsonline[.]world/auth/196816309?refer=&bank=29 
• https[:]//webfps[.]top/auth/196816309?refer=null&bank=29 
• https[:]//carousell-hk[.]kotablau[.]shop/login/236KK417CZ410X9552355/  
• https[:]//carousell-fps[.]webfps[.]top/auth/197816633?refer=&bank=29 
• https[:]//carousell-hk[.]kekesp[.]shop/login/270MS117LK410P7746750/ 
• http[:]//carousell-hk[.]jetpetir[.]shop/login/270MS117LK410P7746750/ 
• https[:]//carousell-hk[.]dgjet[.]shop/login/284WW617HP409G9614625/ 
• https[:]//carousell-fps[.]receivefps[.]today/auth/260748709?refer=&bank=29 
• https[:]//carousell-fps[.]webfps[.]shop/auth/246800982?refer=&bank=29 

Feb 
2025 

• https[:]//chinaconstructionbank[.]top/ 
• https[:]//carousell-

fps[.]receivefps[.]today/auth/237941643?refer=null&bank=29 
• https[:]//carousell-fps[.]receivefps[.]shop/auth/237941643?refer=&bank=29 
• https[:]//carousell-fps[.]sendfps[.]online/auth/203543060?refer=&bank=29 
• https[:]//carousell-hk.tutarjeta[.]shop/login/108QB117RG403A8879455 
• https[:]//carousell-fps[.]sendfps[.]com/auth/183927916?refer=&bank=29  
• https[:]//carousell-fps[.]sendfps[.]com/auth/223202569?refer=&bank=29  
• https[:]//carousell-fps[.]sendfps[.]com/auth/225633683?refer=&bank=29  
• https[:]//carousell-fps[.]sendfps[.]com/auth/248590556?refer=&bank=29  
• https[:]//carousell-fps[.]sendfps[.]com/auth/272149824?refer=&bank=29 
• https[:]//carousell-hk[.]kekesp[.]shop/login/202RD517LZ396F7436314 
• https[:]//prd-dmcu-sg7[.]xylink[.]com/CCBIS/V6/STY4/B5/login_hk[.]jsp 
• https[:]//wspmeeting[.]scai-

global[.]com[:]4443/CCBIS/V6/STY4/B5/login_hk[.]jsp 
• https[:]//v2mwkojtvsr2elq932gmlnwmv63sl6m9i[.]mobgslb[.]tbcache[.]com/

CCBIS/V6/STY4/B5/login_hk[.]jsp 
• https[:]//tms-pro-common-

third[.]dekuncn[.]com/CCBIS/V6/STY4/B5/login_hk[.]jsp 
Jan 
2025 

• https[:]//carousell-hk[.]lifetw[.]shop/login/374QM417WD370D1243472 
• https[:]//carousell-fps.e-fps[.]digital/personal/228596741?refer=&bank=29 
• https[:]//carousell-fps[.]efps[.]shop/personal/211892081?refer=&bank=29 
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Appendix 2： 
 
Fraudulent Mobile Applications 
Batch Links of Fraudulent Mobile Applications 
Feb 
2025 

• https[:]//ccb-hk-mo[.]en[.]aptoide[.]com/app 
• http[:]//www[.]caiwan[.]com/soft/178901[.]html 
• http[:]//m[.]caiwan[.]com/soft/178901[.]html#download?sogou[.]com 
• https[:]//www[.]84hh[.]com/az/123197[.]html#yyxz 
• https[:]//m[.]84hh[.]com/az/123197[.]html 
• https[:]//stockslink[.]en[.]aptoide[.]com/app 
• http[:]//www[.]xz7[.]com/downinfo/227018[.]html 
• http[:]//m[.]xz7[.]com/downinfo/227018[.]html 
• https[:]//www[.]cr173[.]com/soft/1022058[.]html 
• https[:]//m[.]cr173[.]com/x/1022058 
• https[:]//www[.]qutuijian[.]com/apps/6448[.]html 
• https[:]//www[.]ddooo[.]com/softdown/237499[.]htm 
• https[:]//m[.]ddooo[.]com/softdown/237499[.]htm 
• http[:]//www[.]qtsyw[.]com/XiaZai/80358[.]html 
• http[:]//m[.]qtsyw[.]com/XiaZai/80358[.]html 
• https[:]//www[.]18jie[.]com/app/29736[.]html 
• https[:]//m[.]18jie[.]com/app/29736[.]html 
• https[:]//m[.]downsu[.]com/app/49155[.]html 
• https[:]//www[.]cr173[.]com/soft/823405[.]html 
• https[:]//m[.]cr173[.]com/x/823405 
• https[:]//www[.]vkxiazai[.]com/app/11739[.]html 
• https[:]//m[.]vkxiazai[.]com/app/11739[.]html 
• https[:]//www[.]downq[.]com/apps/24491[.]html 
• https[:]//m[.]downq[.]com/apps/24491[.]html 
• https[:]//m[.]qutuijian[.]com/apps/6448[.]html 
• https[:]//www[.]ptxz[.]com/soft/98679[.]htm 
• https[:]//m[.]ptxz[.]com/soft/98679[.]htm 
• http[:]//www[.]danji100[.]com/app/126204[.]html 
• http[:]//m[.]danji100[.]com/app/126204[.]html 
• http[:]//www[.]xz7[.]com/downinfo/572726[.]html 
• http[:]//m[.]xz7[.]com/downinfo/572726[.]html 
• https[:]//www[.]32r[.]com/app/130731[.]html 
• https[:]//m[.]32r[.]com/app/130731[.]html 
• https[:]//www[.]downkuai[.]com/android/169478[.]html 
• https[:]//m[.]downkuai[.]com/android/169478[.]html 
• http[:]//www[.]7273[.]com/down/54353[.]html 
• http[:]//m[.]7273[.]com/down/54353[.]html 
• http[:]//www[.]danji100[.]com/app/132915[.]html 
• http[:]//m[.]danji100[.]com/app/132915[.]html 
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• https[:]//www[.]itmop[.]com/downinfo/23724[.]html 
• https[:]//m[.]itmop[.]com/downinfo/23724[.]html 
• https[:]//www[.]itmop[.]com/downinfo/484370[.]html 
• https[:]//m[.]itmop[.]com/downinfo/484370[.]html 
• http[:]//www[.]3673[.]com/down/7694[.]html 
• http[:]//m[.]3673[.]com/down/7694[.]html 
• https[:]//www[.]3h3[.]com/az/338540[.]html 
• https[:]//m[.]3h3[.]com/az/338540[.]html 

 
Last update date of this notice：31 May 2025 
For records of 2024 or earlier, please refer to the Newsroom. 


