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客客 戶戶 重重 要要 通通 知知   
IImmppoorrttaanntt  NNoottiiccee  ttoo  CCuussttoommeerrss  

 

 

Fraudulent websites and APPs notification 
 

 
 
China Construction Bank (Asia) (“CCB (Asia)” or the “Bank”) would like to alert its 
customers and the general public to fraudulent websites and APPs (see Appendices 1 
& 2). The Bank would like to declare that it has no connection with such websites and 
APPs, and remind all customers and the public to stay vigilant and not to provide any 
personal data to such websites and APPs. 
 
The Bank has reported the cases to the Hong Kong Police Force and will report to the 
Hong Kong Monetary Authority. Further action deemed necessary and appropriate will 
also be taken to protect the Bank’s reputation and the interests of its customers and the 
general public. Anyone who has visited such fraudulent websites and APPs, and 
provided personal information, or who has conducted any transactions through such 
websites and APPs should immediately report to the Hong Kong Police Force.  
 
Customers are reminded to ensure that they are connected to a valid CCB (Asia) 
website. The Bank’s Hong Kong domain is https://www.asia.ccb.com. Customers 
should access banking services by typing the website address into the address bar of 
the browser and/or by using CCB (HK&MO) Mobile App, which can be downloaded 
from the App Store, Google Play, and HUAWEI AppGallery. Should customers have 
any inquiries, please contact our customer service hotline at +852 2779 5533. 
 
 
 
 

China Construction Bank (Asia) Corporation Limited 
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客客 戶戶 重重 要要 通通 知知   
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Appendix 1： 
 
Fraudulent Websites (♦newly reported in this update) 

Batch Links of Fraudulent Websites 
Feb 
2026♦ 

• https[:]//asiaccb-hk[.]com 

Jan 
2026♦ 

• https[:]//carousell-hk[.]fokizy[.]shop/login/235SB117XK676W3361830 
• https[:]//carousell-hk[.]fokizy[.]shop/login/172WH717TS676O6856832 
• https[:]//carousell-hk[.]fokizy[.]shop/login/314OG017QJ676J6893137 
• https[:]//carousell-hk[.]fokizy[.]shop/login/389ZZ417PE676R6924722 
• https[:]//carousell-hk[.]fokizy[.]shop/login/389ND417BC676B6924722 
• https[:]//carousell-hk[.]fokizy[.]shop/login/140GM017UF676M7174429 
• https[:]//carousell-hk[.]fokizy[.]shop/login/350TK517DL676D7202224 
• https[:]//carousell-hk[.]jishinok[.]shop/login/185QV817ZM678J1080583 
• https[:]//carousell-hk[.]kinnok[.]shop/login/195ZJ717SD678P9202534 
• https[:]//carousell-hk[.]benokoyo[.]shop/login/172UB517GP679C8981299 
• https[:]//carousell-hk[.]benokoyo[.]shop/login/349BI817RQ679P8979588 
• https[:]//carousell-hk[.]nokton[.]shop/login/227QI517RJ680N6960847 
• https[:]//carousell-hk[.]nokton[.]shop/login/177YI417SN680K6962436 
• https[:]//carousell-hk[.]nokton[.]shop/login/356VV517GJ680R6973337 
• https[:]//carousell-hk[.]nokton[.]shop/login/227VF517LY680Z6960847 
• https[:]//carousell-hk[.]nokton[.]shop/login/163AG117AY680L6963815 
• https[:]//carousell-hk[.]nokton[.]shop/login/395JC517EF680H6960087 
• https[:]//carousell[.]fps-hk-hk[.]click/merchant/bank-confirm/ccb/793979240 
• https[:]//carousell-hk[.]nokton[.]shop/login/201ZN917BP681S5443596 
• https[:]//carousell-hk[.]nokton[.]shop/login/269WO017RK681T5444249 
• https[:]//carousell-hk[.]nokton[.]shop/login/316WZ617XY681U5444898 
• https[:]//carousell-hk[.]nokton[.]shop/login/149UJ717NV681C5445169 
• https[:]//carousell-hk[.]nokton[.]shop/login/279DA217XP681B5443991 
• https[:]//carousell-hk[.]nokton[.]shop/login/262SK317HL681R2090557 
• https[:]//carousell-hk[.]nokton[.]shop/login/348HH117MS681C5446654 
• https[:]//carousell-hk[.]trendbok[.]shop/login/109GX217RD683R2427927 
• https[:]//carousell-hk[.]trendbok[.]shop/login/389JY617EM683J2428198 
• https[:]//carousell-hk[.]trendbok[.]shop/login/273EK617KQ683G2356113 
• https[:]//carousell[.]delivering[.]help/merchant/bank-confirm/ccb/619846785 
• https[:]//carousell-hk[.]bokaptoto[.]shop/login/361GB917TJ685A0102283 
• https[:]//carousell-hk[.]daboki[.]shop/login/208WP617KI685U6776139 
• https[:]//facebook[.]fps-hk[.]me/merchant/bank-confirm/ccb/952240604 
• https[:]//facebook[.]fps-hk[.]me/merchant/bank-confirm/ccb/272482410 
• https[:]//carousell-hk[.]gioire[.]shop/login/217AX117FN693X1397155 
• https[:]//carousell-hk[.]mercaregion[.]shop/login/175XF917FH693H7693980 
• https[:]//carousell[.]fps-me[.]cfd/merchant/bank-confirm/ccb/426451693 
• https[:]//lalamove[.]my-order[.]icu/auth/239132490?refer=&bank=29 
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• https[:]//carousell[.]fps-hk[.]casa/merchant/bank-confirm/ccb/240603445 
• https[:]//carousell[.]fps-me[.]forum/merchant/bank-confirm/ccb/003530737 
• https[:]//carousell[.]fps-me[.]forum/merchant/bank-confirm/ccb/480154562 

Dec 
2025 

• https[:]//carousell-hk[.]ausendle[.]shop/login/397EG617JA643C2644685 
• https[:]//carousell-hk[.]ausendle[.]shop/login/115PH317LR643P2671949 
• https[:]//carousell-hk[.]ausendle[.]shop/login/397AO617BK643B2707728 
• https[:]//carousell-hk[.]ausendle[.]shop/login/257HC517YW643C2742868 
• https[:]//carousell-hk[.]ausendle[.]shop/login/125WN217WZ643O2770361 
• https[:]//carousell-hk[.]ausendle[.]shop/login/361QD917ER643T2516617 
• https[:]//carousell-hk[.]ausendle[.]shop/login/138EU617IX643O2484417 
• https[:]//carousell-hk[.]ausendle[.]shop/login/377XR117MA643B2454486 
• https[:]//carousell-hk[.]ausendle[.]shop/login/297KT917QH643Q2418956 
• https[:]//carousell-hk[.]ausendle[.]shop/login/331GS117CD643S2386071 
• https[:]//carousell-hk[.]goodstw[.]shop/login/128FB417HU648J0040972 
• https[:]//carousell-hk[.]goodstw[.]shop/login/381TU717SH648G0046494 
• https[:]//carousell-hk[.]goodstw[.]shop/login/355WO217ML648Y0048743 
• https[:]//carousell-hk[.]goodstw[.]shop/login/142VK617DU648R0050340 
• https[:]//carousell-hk[.]pvgoods[.]shop/login/198IA417RP648P7534934 
• https[:]//carousell-hk[.]pvgoods[.]shop/login/146CI617KQ648A7579070 
• https[:]//carousell-hk[.]pvgoods[.]shop/login/208VS617MR648P7612318 
• https[:]//carousell-hk[.]pvgoods[.]shop/login/370XV817JC648F7644486 
• https[:]//carousell-hk[.]pvgoods[.]shop/login/103RD017AX648S7535782 
• https[:]//carousell-hk[.]pvgoods[.]shop/login/109IE317XC648B7536453 
• https[:]//carousell-hk[.]payfrgoods[.]shop/login/388NH817DT649L5781239 
• https[:]//carousell-hk[.]payfrgoods[.]shop/login/208NH917BL649W5703570 
• https[:]//carousell-hk[.]payfrgoods[.]shop/login/216ME517KA649Z5660711 
• https[:]//carousell-hk[.]payfrgoods[.]shop/login/289ZW017NE649K5631739 
• https[:]//carousell-hk[.]payfrgoods[.]shop/login/190XV417II649J5595085 
• http[:]//carousell-hk[.]goodstyless[.]shop/login/149YU317TG650E4988714 
• http[:]//carousell-hk[.]goodstyless[.]shop/login/247TM117YK650H4956390 
• http[:]//carousell-hk[.]goodstyless[.]shop/login/220UK517AC650N4911930 
• http[:]//carousell-hk[.]goodstyless[.]shop/login/174YW517KC650M4883149 
• http[:]//carousell-hk[.]goodstyless[.]shop/login/351QC217WD650T4842582 
• http[:]//carousell-hk[.]goodstyless[.]shop/login/230JS517CW650C4781872 
• http[:]//carousell-hk[.]goodstyless[.]shop/login/216UB817CX650N4757834 
• https[:]//carousell-hk[.]goodstyless[.]shop/login/175UU217RR651Z2899185 
• https[:]//carousell-hk[.]goodstyless[.]shop/login/115XI317QO651R2855058 
• https[:]//carousell-hk[.]goodstyless[.]shop/login/300EO817ES651G2998477 
• https[:]//carousell-

hk[.]goodstyless[.]shop/login/273SC517WQ651X2962876 
• https[:]//carousell-hk[.]goodstyless[.]shop/login/354MM717TN651L2932292 
• https[:]//carousell-

hk[.]goodsurvesy[.]shop/login/290WM517WS652Z1711576 
• https[:]//carousell-hk[.]goodsurvesy[.]shop/login/294CS317IU652O1779677 
• https[:]//carousell[.]hk-pay[.]forum/merchant/bank-confirm/ccb/538775781 
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• https[:]//carousell-
hk[.]shopgoodsnbh[.]shop/login/368LK617RA653W0197568 

• https[:]//carousell-
hk[.]shopgoodsnbh[.]shop/login/389FC417ZG653C0203047 

• https[:]//carousell-
hk[.]shopgoodsnbh[.]shop/login/350AJ117MA653R0208559 

• https[:]//carousell-
hk[.]shopgoodsnbh[.]shop/login/355MU617OW653L0210135 

• https[:]//carousell-
hk[.]shopgoodsnbh[.]shop/login/303UY417HU653T0211735 

• https[:]//carousell-
hk[.]shopgoodsnbh[.]shop/login/391QH617UZ653R0310099 

• https[:]//carousell-hk[.]gdgoods[.]shop/login/228NV617DR653Y8462616 
• https[:]//carousell-hk[.]gdgoods[.]shop/login/236SE217QE653Q8464421 
• https[:]//carousell-hk[.]gdgoods[.]shop/login/225JT817EL653T8465858 
• https[:]//carousell-hk[.]gdgoods[.]shop/login/390IS517AB653B8468350 
• https[:]//carousell-hk[.]gdgoods[.]shop/login/310IB217BO653M8469956 
• https[:]//facebook[.]hk-forum[.]cfd/merchant/bank-confirm/ccb/437649825 
• https[:]//carousell-hk[.]gdgoods[.]shop/login/202HI117SV653V8692589 
• https[:]//carousell-hk[.]gdgoods[.]shop/login/261XT517YZ653X8541413 
• https[:]//carousell-hk[.]goodsnzyq[.]shop/login/298PT917EU655J6384311 
• https[:]//carousell-hk[.]goodsnzyq[.]shop/login/173IN017OG655F6384727 
• https[:]//carousell-hk[.]goodsnzyq[.]shop/login/387WA017XM655M6385153 
• https[:]//carousell-hk[.]goodsnzyq[.]shop/login/349CT717XW655P6386023 
• https[:]//carousell-hk[.]goodsnzyq[.]shop/login/334FW317CO655Q6387097 
• https[:]//carousell-hk[.]goodsnzyq[.]shop/login/258JG217OE655O6387759 
• https[:]//carousell[.]hk-forum[.]top/merchant/bank-confirm/ccb/070987165 
• https[:]//carousell-hk[.]goodsnzyq[.]shop/login/141QD217EW656Q5439682 
• https[:]//carousell-hk[.]goodsnzyq[.]shop/login/315XZ217RM656T6027511 
• https[:]//carousell-hk[.]goodsnzyq[.]shop/login/160ED617XG656F5440375 
• https[:]//carousell-hk[.]winlbok[.]shop/login/247BM117UT658C3096940 
• https[:]//facebook[.]hk-pay[.]trade/merchant/bank-confirm/ccb/415383841 
• https[:]//carousell-hk[.]tomhbok[.]shop/login/261JC717OE659D0723644 
• https[:]//carousell-hk[.]tomhbok[.]shop/login/129HD617OU659X0728661 
• https[:]//carousell-hk[.]tomhbok[.]shop/login/152OC517PZ659Q0702552 
• https[:]//carousell-hk[.]tomhbok[.]shop/login/306QV217CT659X0738478 
• https[:]//carousell-hk[.]tomhbok[.]shop/login/360ZK717EZ659N0702830 
• https[:]//carousell-hk[.]bokserek[.]shop/login/146UH717MM659V9021927 
• https[:]//carousell-hk[.]bokserek[.]shop/login/351MU017JQ659H9065116 
• https[:]//carousell-hk[.]bokserek[.]shop/login/297QZ517EW659P9095872 
• https[:]//carousell-hk[.]bokserek[.]shop/login/336HN817US659R9027268 
• https[:]//carousell-hk[.]bokserek[.]shop/login/233FS617BQ659X9122847 
• https[:]//carousell-hk[.]koboko[.]shop/login/293HC917IK660K7621433 
• https[:]//carousell-hk[.]koboko[.]shop/login/234SD917QM660K7658789 
• https[:]//carousell-hk[.]koboko[.]shop/login/393KI217ID660V7695333 
• https[:]//carousell-hk[.]koboko[.]shop/login/379FB617VA660S7728626 
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• https[:]//carousell-hk[.]koboko[.]shop/login/366NY017ZQ660E7758556 
• https[:]//carousell-hk[.]goodsnmhuq[.]shop/login/212IF017SD661N6002446 
• https[:]//carousell-

hk[.]goodsnmhuq[.]shop/login/217FP817ZT661M6081958 
• https[:]//carousell-

hk[.]goodsnmhuq[.]shop/login/116DQ217WV661D6119296 
• https[:]//carousell-

hk[.]goodsnmhuq[.]shop/login/184QV617NM66116158218 
• https[:]//carousell-hk[.]solbok[.]shop/login/224HU017IT663O4072242 
• https[:]//carousell-hk[.]luobokeji[.]shop/login/249VP817WN664Z2637148 
• https[:]//carousell-hk[.]abbokksni[.]shop/login/231MS617VT666P0068275 
• https[:]//carousell-hk[.]nogleboks[.]shop/login/105YO217WK666F4892322 
• https[:]//carousell-hk[.]nogleboks[.]shop/login/307CO117CP666J4934417 
• https[:]//carousell-hk[.]nogleboks[.]shop/login/282KC417TO666Q4964170 
• https[:]//carousell-hk[.]nogleboks[.]shop/login/112ZL917VQ666O4996160 
• https[:]//carousell-hk[.]oeboks[.]shop/login/371FX417FA668C6242858 
• https[:]//carousell-hk[.]oeboks[.]shop/login/300UQ717ZV668K9377723 
• https[:]//carousell-hk[.]oeboks[.]shop/login/171UR017MS668F9420065 
• https[:]//carousell-hk[.]oeboks[.]shop/login/362LG817NL668R9450746 
• https[:]//carousell-hk[.]oeboks[.]shop/login/130NK317VX668N9481925 
• https[:]//carousell-hk[.]oeboks[.]shop/login/307TF617BE668D9545920 
• https[:]//carousell-hk[.]oeboks[.]shop/login/130VV317DL668E9481925 
• https[:]//sfexpress[.]hkcheckout[.]shop/auth/264688786?refer=&bank=29 
• https[:]//carousell-hk[.]lgogok[.]shop/login/236WA317WI671P1625166 
• https[:]//carousell-hk[.]lgogok[.]shop/login/113ZH917VX671U1697770 

Nov 
2025 

• https[:]//carousell-hk[.]directioners[.]shop/login/355QP517OP619E3892237 
• https[:]//carousell-

hk[.]directioners[.]shop/login/154EN717KW619W3953526 
• https[:]//carousell-hk[.]cenadirect[.]shop/login/238VY917SQ620B2931162 
• https[:]//carousell-hk[.]cenadirect[.]shop/login/285QT617KZ620A7264996 
• https[:]//carousell-hk[.]cenadirect[.]shop/login/161ZQ317YE620L7305586 
• https[:]//carousell-hk[.]cenadirect[.]shop/login/161HH317ML620V7305586 
• https[:]//carousell-hk[.]cenadirect[.]shop/login/353GK417HA620G7374055 
• https[:]//carousell-hk[.]cenadirect[.]shop/login/192WQ217FA620B7407945  
• https[:]//carousell[.]fps-hk[.]info/merchant/bank-confirm/ccb/549077543 
• https[:]//carousell-hk[.]ddirect[.]shop/login/321ST017QO622S0109390  
• https[:]//carousell-hk[.]naisidirect[.]shop/login/260JE417SF623B7437914 
• https[:]//carousell-hk[.]ebuydirect[.]shop/login/338KW417AN625X3630661 
• https[:]//carousell-hk[.]ebuydirect[.]shop/login/246AL317PN625R3670587 
• https[:]//carousell-hk[.]ebuydirect[.]shop/login/362EU617WA625B3702270 
• https[:]//carousell-hk[.]ebuydirect[.]shop/login/230BU117KV625K3756279 
• https[:]//carousell-hk[.]ebuydirect[.]shop/login/385YE617MM625K3788037 
• https[:]//carousell-hk[.]ebuydirect[.]shop/login/104SU717DP625W3760363 
• https[:]//carousell-hk[.]ladirect[.]shop/login/296VT917GU626V2330784 
• https[:]//carousell-hk[.]ladirect[.]shop/login/224NL917PJ626M2370218 
• https[:]//carousell-hk[.]ladirect[.]shop/login/366EZ617ZH626X2402680 
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• https[:]//carousell-hk[.]ladirect[.]shop/login/380KZ317QI626W2456470 
• https[:]//carousell-hk[.]ladirect[.]shop/login/106CS917AP626M2489332 
• https[:]//carousell-hk[.]ladirect[.]shop/login/254FC817SM626C2532477 
• https[:]//carousell-hk[.]ladirect[.]shop/login/338RE717LA626K2568416 
• https[:]//carousell-hk[.]ladirect[.]shop/login/394KY117BJ627R1014461 
• https[:]//carousell-hk[.]ladirect[.]shop/login/330KA517EV627O1053891 
• https[:]//carousell-hk[.]ladirect[.]shop/login/358IH817FJ627N1085336 
• https[:]//carousell-hk[.]ladirect[.]shop/login/137TU217XG627B1126754 
• https[:]//carousell-hk[.]ladirect[.]shop/login/297CM217CU627T1156540 
• https[:]//carousell-hk[.]ladirect[.]shop/login/347JO717DS627J1222829  
• https[:]//carousell-hk[.]sendareger[.]shop/login/214JX317SJ627M9572111 
• https[:]//carousell-hk[.]sendareger[.]shop/login/279UR317TK627X9616270 
• https[:]//carousell-hk[.]sendareger[.]shop/login/187ZG217AF627Z9573921 
• https[:]//carousell-hk[.]sendareger[.]shop/login/292GM217VU627R9648376 
• https[:]//carousell-hk[.]sendareger[.]shop/login/160IF317DI627M9714431 
• https[:]//carousell-hk[.]sendareger[.]shop/login/148CK017KY627J9781467 
• https[:]//carousell[.]hk-shop[.]click/merchant/bank-confirm/ccb/713380980  
• https[:]//carousell[.]hk-shop[.]click/merchant/bank-confirm/ccb/667855613  
• https[:]//carousell-hk[.]hasenderi[.]shop/login/136VQ817UX628B8285823  
• https[:]//carousell-hk[.]hasenderi[.]shop/login/119KW517CE628W8295813  
• https[:]//carousell-hk[.]hasenderi[.]shop/login/234IP017EU628Y8297166  
• https[:]//carousell-hk[.]hasenderi[.]shop/login/228UT817OZ628F8386829  
• https[:]//carousell-hk[.]likesendml[.]shop/login/313XP517QZ629P7393374 
• https[:]//carousell-hk[.]likesendml[.]shop/login/326SL517ZX629I7476391 
• https[:]//carousell-hk[.]likesendml[.]shop/login/305GN717VD629T7477078 
• https[:]//carousell-hk[.]likesendml[.]shop/login/269MS017TA629W7396936 
• https[:]//carousell-hk[.]likesendml[.]shop/login/269OO017MP629Z7396936 
• https[:]//carousell-hk[.]likesendml[.]shop/login/340KI317JA629U7577150 
• https[:]//carousell-hk[.]reqydsend[.]shop/login/267GJ917NU631C3778596 
• https[:]//carousell[.]hk-shop[.]cfd/merchant/bank-confirm/ccb/856379400 
• https[:]//carousell[.]hk-shop[.]cfd/merchant/bank-confirm/ccb/481536789 
• https[:]//carousell-hk[.]sendos[.]shop/login/381ED217LS632L2751032 
• https[:]//carousell-hk[.]sendos[.]shop/login/382OM817BQ632K2811478 
• https[:]//carousell-hk[.]sendos[.]shop/login/289CG217KB632H2857052 
• https[:]//carousell-hk[.]sendos[.]shop/login/388BZ817ZU632S2889646 
• https[:]//payme[.]hk-shop[.]rest/merchant/bank-confirm/ccb/621571651 
• https[:]//carousell-hk[.]basendin[.]shop/login/265SM417MM634J8890179 
• https[:]//carousell-hk[.]lilsenders[.]shop/login/117RK517TM635I7131171 
• https[:]//carousell-hk[.]elysend[.]shop/login/390TQ117JT639C1863185 
• https[:]//carousell-hk[.]elysend[.]shop/login/239BD917TN638A3220675 
• https[:]//carousell-hk[.]elysend[.]shop/login/353FD417HR638F0389926 
• https[:]//carousell-hk[.]elysend[.]shop/login/212MO317TQ638A3416996 
• https[:]//carousell-hk[.]sendycao[.]shop/login/255PF217JL640B4154716 
• https[:]//carousell-hk[.]sendycao[.]shop/login/335NI317QH640Z4194767  
• https[:]//carousell-hk[.]sendove[.]shop/login/278QB717MB641U0031075 
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Oct 
2025 

• https[:]//facebook-hk[.]bokart[.]shop/login/166CZ717RM592S9135926 
• https[:]//facebook-hk[.]bokart[.]shop/login/361OR017EQ592S9195596  
• https[:]//carousell-hk[.]bokudtr[.]shop/login/118VG717IS596Z8724694 
• https[:]//carousell-hk[.]bokudtr[.]shop/login/118OO717TO596B8724694 
• https[:]//carousell-hk[.]bokudtr[.]shop/login/118IQ717WN596Y8724694 
• https[:]//carousell-hk[.]bokudtr[.]shop/login/118FE717IN596Y8724694  
• https[:]//carousell-hk[.]safebumil[.]shop/login/164EJ417SM600W3113095 
• https[:]//carousell-hk[.]safelattach[.]shop/login/117OK117LP601Y1997889 
• https[:]//carousell-hk[.]safelattach[.]shop/login/248KK217BF601Y2033336 
• https[:]//carousell-hk[.]safelattach[.]shop/login/378RP017UO601C2075811 
• https[:]//carousell-hk[.]safelattach[.]shop/login/307GX617GD601T2115253  
• https[:]//carousell-hk[.]safeu[.]shop/login/118PZ417GM602R8635396 
• https[:]//carousell-hk[.]safeu[.]shop/login/162IC017KZ602H8669635 
• https[:]//carousell-hk[.]safeu[.]shop/login/242XC317IN602A8709065 
• https[:]//carousell-hk[.]safeu[.]shop/login/291TD917HH602J8740237 
• https[:]//facebook[.]hk-pay[.]cloud/merchant/bank-

confirm/ccb/Y9qA6jT_RFn 
• https[:]//carousell-hk[.]uzssafe[.]shop/login/127BS417UO604V6006119 
• https[:]//carousell-hk[.]uzssafe[.]shop/login/314UH417QB604M6043627 
• https[:]//carousell-hk[.]riyadsafe[.]shop/login/340AQ417TT605H4777726 
• https[:]//carousell-hk[.]safetyvm[.]shop/login/274UG117BU607O2051458 
• https[:]//carousell-hk[.]safetyvm[.]shop/login/208EF117CD607S2109155 
• https[:]//carousell-hk[.]safetyvm[.]shop/login/182EY717MR607K2331294 
• https[:]//facebook[.]fps-hk[.]pro/merchant/bank-confirm/ccb/OPQDxEBqLuQ 
• https[:]//facebook[.]fps-hk[.]pro/merchant/bank-confirm/ccb/skAYAqon76D  
• https[:]//carousell-hk[.]rksafety[.]shop/login/332SQ717WJ609S8155625 
• https[:]//carousell-hk[.]rksafety[.]shop/login/324MX417BD609E8280286 
• https[:]//carousell-hk[.]rksafety[.]shop/login/310LO217YF609P8329613 
• https[:]//carousell-hk[.]rksafety[.]shop/login/310RM717UQ609Z8384387 
• https[:]//carousell-hk[.]rksafety[.]shop/login/340LN217QT609U8450856 
• https[:]//carousell-hk[.]meebuy[.]shop/login/363OC617FE613C5524295 
• https[:]//carousell-hk[.]meebuy[.]shop/login/134XS317ZH613L5577625 
• https[:]//carousell-hk[.]meebuy[.]shop/login/382ZT817HN613J5625057 
• https[:]//carousell-hk[.]meebuy[.]shop/login/270WO517ET613J5662185 
• https[:]//carousell-hk[.]meebuy[.]shop/login/249PW817RS613T5702716  

Sep 
2025 

• https[:]//carousell-hk[.]jolywig[.]shop/login/387JL917XJ570S1150720 
• https[:]//carousell-hk[.]jolywig[.]shop/login/328YP617SJ570Y1164264  
• https[:]//carousell-hk[.]jolleea[.]shop/login/340SL117GV574U3939541 
• https[:]//facebook[.]hk-pay[.]shop/merchant/bank-confirm/ccb/qO4TQHrYL0 
• https[:]//payme[.]hk-pay[.]shop/merchant/bank-confirm/ccb/GibpkD8XQu 
• https[:]//carousell[.]hk-pay[.]icu/merchant/bank-confirm/ccb/mAS--Ij61V 
• https[:]//carousell[.]hk-pay[.]click/merchant/bank-confirm/ccb/B6q0aQv0T- 
• https[:]//carousell-hk[.]jolashes[.]shop/login/275EK017HL582V2780240  
• https[:]//carousell-hk[.]hekko[.]shop/login/148MG617UZ583F0900350 
• https[:]//carousell-hk[.]thekme[.]shop/action/175YF583X8442020 
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客客 戶戶 重重 要要 通通 知知   
IImmppoorrttaanntt  NNoottiiccee  ttoo  CCuussttoommeerrss  

 

• https[:]//carousell-hk[.]thekme[.]shop/login/324ZP917AN583J8482129 
• https[:]//carousell-hk[.]thekme[.]shop/login/296CV517IP583A8514749 
• https[:]//carousell[.]hk-pay[.]world/merchant/bank-

confirm/ccb/pVHU6aW3Lf 
• https[:]//carousell-hk[.]thekme[.]shop/login/220SQ517LH584U7293116 
• https[:]//carousell-hk[.]thekme[.]shop/login/303NL717TZ584A7331995 
• https[:]//carousell-hk[.]thekme[.]shop/login/156GL917NL584R7380967 
• https[:]//carousell-hk[.]heketew[.]shop/login/129PQ317EH587H3510329 
• https[:]//carousell-hk[.]heketew[.]shop/login/247TZ117HK587K3598817 
• https[:]//carousell-hk[.]heketew[.]shop/login/347YN117FV587I3685636 
• https[:]//carousell-hk[.]tabok[.]shop/login/146VX817DQ588Y2387756 
• https[:]//carousell[.]hk-pay[.]lol/merchant/bank-confirm/ccb/MbhbWQ5a-c 
• https[:]//carousell-hk[.]tabok[.]shop/login/168WC917KC588L2476086 

Aug 
2025 

• https[:]//carousell-hk[.]jaminjos[.]shop/login/129EF717DC540A1898389 
• https[:]//carousell-hk[.]roamin[.]shop/login/211SJ617NU541M5486865 
• https[:]//carousell-hk[.]roamin[.]shop/login/218MB617FK541Q5537429 
• https[:]//carousell-hk[.]olhaamiga[.]shop/login/182PJ317YG543M1157960 
• https[:]//carousell-hk[.]dreamic[.]shop/login/128OS317BX544B5199844 
• https[:]//carousell-hk[.]dreamings[.]shop/login/162WZ317CJ548G1919437 
• https[:]//carousell-hk[.]dreamings[.]shop/login/173FP117UA547D2286052  
• https[:]//carousell-hk[.]yamiy[.]shop/login/358UM017CZ551S9956083 
• https[:]//cathaypacific[.]fps[.]rest/merchant/bank-confirm/ccb/dXK7QGFnBD 
• https[:]//carousell-

hk[.]prodakalami[.]shop/login/341RN817WW556P2323878 
• https[:]//carousell-hk[.]ernamiea[.]shop/login/107SD917JJ557Q9524677 
• https[:]//carousell-hk[.]kalami[.]shop/login/127ET517TD559B6955417 
• https[:]//sfexpress[.]qfpay[.]icu/auth/201818101?refer=&bank=29 

Jul 2025 • https[:]//carousell[.]hk-fps[.]icu/merchant/bank-confirm/ccb/u2OlkP8p_vs 
• https[:]//facebook[.]hk-fps[.]shop/merchant/bank-confirm/ccb/TL8siLgGHY4 
• https[:]//hkgov[.]icu/auth/259612249?bank=29 
• https[:]//carousell-hk[.]amibinod[.]shop/login/181CX817AF529L4437188  
• https[:]//carousell-hk[.]amibinod[.]shop/login/337HC117EQ529O4584210  
• https[:]//carousell-hk[.]amibinod[.]shop/login/179KT317MR529X4642927  
• https[:]//carousell-hk[.]amibinod[.]shop/login/161IC517FI529E4745790 
• https[:]//qfpay-asia[.]shop/auth/259612249?bank=29 
• https[:]//qfpay-hk[.]icu/auth/259612249?bank=29 
• https[:]//qfpay-hk[.]shop/auth/259612249?bank=29 
• https[:]//qfpayhk[.]icu/auth/259612249?bank=29 
• https[:]//carfax-hk[.]icu/auth/259612249?bank=29 
• https[:]//hktrade[.]icu/auth/259612249?bank=29 
• https[:]//transferhk[.]xyz/auth/259612249?bank=29 
• https[:]//onetransferhk[.]shop/auth/259612249?bank=29 
• https[:]//hk-trade[.]xyz/auth/259612249?bank=29 
• https[:]//hk-fast[.]icu/auth/259612249?bank=29 
• https[:]//fastasia[.]icu/auth/259612249?bank=29 
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客客 戶戶 重重 要要 通通 知知   
IImmppoorrttaanntt  NNoottiiccee  ttoo  CCuussttoommeerrss  

 

• https[:]//asia-fast[.]icu/auth/259612249?bank=29 
• https[:]//asiafast[.]shop/auth/259612249?bank=29 
• https[:]//asia-gate[.]shop/auth/259612249?bank=29 
• https[:]//asia-gateway[.]shop/auth/259612249?bank=29 
• https[:]//transfer-hk[.]shop/auth/259612249?bank=29 
• https[:]//hk-gateout[.]shop/auth/259612249?bank=29 
• https[:]//hkgateout[.]shop/auth/259612249?bank=29 
• https[:]//hk-gate[.]shop/auth/259612249?bank=29 
• https[:]//asia-gateout[.]icu/auth/259612249?bank=29 
• https[:]//asia-gate[.]icu/auth/259612249?bank=29 
• https[:]//hkgateway[.]shop/auth/259612249?bank=29 
• https[:]//hk-gate[.]icu/auth/259612249?bank=29 
• https[:]//hkgate[.]shop/auth/259612249?bank=29 
• https[:]//transfer-hk[.]icu/auth/259612249?bank=29 
• https[:]//transferasia[.]shop/auth/259612249?bank=29 
• https[:]//s-wallet[.]icu/auth/259612249?bank=29 
• https[:]//hktransfer[.]icu/auth/259612249?bank=29 
• https[:]//transferhk[.]icu/auth/259612249?bank=29 
• https[:]//asiatransaction[.]icu/auth/259612249?bank=29 
• https[:]//hkwallet[.]icu/auth/259612249?bank=29 
• https[:]//hkwallet[.]top/auth/259612249?bank=29 
• https[:]//complete-order[.]top/auth/259612249?bank=29 
• https[:]//hk-trade[.]shop/auth/259612249?bank=29 
• https[:]//asiatransaction[.]shop/auth/259612249?bank=29 
• https[:]//orderasia[.]icu/auth/259612249?bank=29 
• https[:]//hkgate[.]icu/auth/259612249?bank=29 
• https[:]//hkorder[.]icu/auth/259612249?bank=29 
• https[:]//asiaorder[.]icu/auth/259612249?bank=29 
• https[:]//asiafunds[.]icu/auth/259612249?bank=29 
• https[:]//asiagateway[.]shop/auth/259612249?bank=29 
• https[:]//fundsgate[.]shop/auth/259612249?bank=29 
• https[:]//asiagate[.]shop/auth/259612249?bank=29 
• https[:]//order-gateway[.]shop/auth/259612249?bank=29 
• https[:]//hkfinance[.]shop/auth/259612249?bank=29 
• https[:]//hk-banking[.]icu/auth/259612249?bank=29 
• https[:]//hk-order[.]icu/auth/259612249?bank=29 
• https[:]//asiacheckout[.]shop/auth/259612249?bank=29 
• https[:]//hktransaction[.]icu/auth/259612249?bank=29 
• https[:]//bank-transaction[.]icu/auth/259612249?bank=29 
• https[:]//asiamerchant[.]icu/auth/259612249?bank=29 
• https[:]//bankgateway[.]shop/auth/259612249?bank=29 
• https[:]//transferhk[.]shop/auth/259612249?bank=29 
• https[:]//banktransfer[.]top/auth/259612249?bank=29 
• https[:]//carousell[.]fps-hk[.]cfd/merchant/bank-confirm/ccb/0lzn2F1Dqk4 
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客客 戶戶 重重 要要 通通 知知   
IImmppoorrttaanntt  NNoottiiccee  ttoo  CCuussttoommeerrss  

 

Jun 
2025 

• https[:]//carousell-hk[.]lamiebra[.]shop/login/334AZ417KF508T3612182/ 
• https[:]//carousell-hk[.]lamiebra[.]shop/login/334VO417SC508G3612182/ 
• https[:]//carousell-hk[.]lamicasa[.]shop/login/216OP217ME504I4713040 
• https[:]//carousell-hk[.]clamin[.]shop/login/323OT917JK506A0046099 
• https[:]//carousell-hk[.]clamin[.]shop/login/194JU917UT506E0136446 
• https[:]//carousell-

order[.]onetransferhk[.]icu/auth/208527603?bank=29&refer=6 
• https[:]//carousell-hk[.]amibeaute[.]shop/login/199ZL617HY501I3871719 
• https[:]//carousell-hk[.]amibeaute[.]shop/login/326QH017DW501V4138932 
• https[:]//carousell-hk[.]mamili[.]shop/login/292GI717PI498S6385313 
• https[:]//carousell-hk[.]mamili[.]shop/login/223AA217GO498U7060141 
• https[:]//carousell-hk[.]gomamita[.]shop/login/141SY917HF497G3768624 
• https[:]//carousell-hk[.]oumami[.]shop/login/169QY417BT496Y4893523 
• https[:]//carousell-hk[.]alajami[.]shop/login/269OO817UR496W1545349 
• https[:]//carousell-hk[.]alajami[.]shop/login/173LY917UB496Z1776036 
• https[:]//carousell-hk[.]mposlotx[.]shop/login/169HJ017ZS492C4135038 
• https[:]//carousell-hk[.]mposlotx[.]shop/login/386OU117PL492C4169690 
• https[:]//carousell-hk[.]mposlotx[.]shop/login/254PR817UH492U4231876 
• https[:]//carousell-hk[.]mposlotx[.]shop/login/292ZE617WP492T4292646 
• https[:]//carousell-hk[.]hoslu[.]shop/login/356EL717HX491I0065247 
• https[:]//carousell-hk[.]hoslu[.]shop/login/394TM317GP491K0065417 
• https[:]//carousell-hk[.]hoslu[.]shop/login/301GR517RR491H2503232 
• https[:]//carousell-hk[.]hoslu[.]shop/login/259OW017ES491V2571138 
• https[:]//carousell-hk[.]palke[.]shop/login/334BM317FZ489M3202262 
• https[:]//carousell-hk[.]shopeeslke[.]shop/login/303GG817RV486S2388879 
• https[:]//carousell-hk[.]shopeeslke[.]shop/login/123AW417HF486V2463098 
• https[:]//carousell-hk[.]shopeeslke[.]shop/login/216DO317UX486Y2530497 
• https[:]//carousell-hk[.]shopeeslke[.]shop/login/294YV717JD487Y1040028 
• https[:]//carousell-hk[.]shopeeslke[.]shop/login/134HT817VN487F1076251 
• https[:]//carousell-hk[.]shopeeslke[.]shop/login/233PB217FL487I1167850 
• https[:]//carousell-hk[.]shopeeslke[.]shop/login/141QY217LW487V1230729 
• https[:]//carousell-hk[.]shopeeslke[.]shop/login/152OH317HI487L1288684 
• https[:]//carousell-hk[.]shopeeslke[.]shop/login/382QS217ZN487V1266723 

May 
2025 – 
2nd 
Batch 

• https[:]//carousell-hk[.]walkeazy[.]shop/login/397SU017WU483Q1632438 
• https[:]//carousell-hk[.]flkeeesoe[.]shop/login/170LU017PP480D8844048 
• https[:]//carousell-hk[.]flkeeesoe[.]shop/login/325JU417TN480P8911119 
• https[:]//carousell-hk[.]flkeeesoe[.]shop/login/388WW417VG480B9009298 
• https[:]//carousell-hk[.]flkeeesoe[.]shop/login/284ZL017CX480T9079878 
• https[:]//carousell-hk[.]flkeeesoe[.]shop/login/312BL217FL480X9140227 
• https[:]//carousell-hk[.]flkeeesoe[.]shop/login/331ZO017XB482V0157749 
• https[:]//carousell-hk[.]rtlkea[.]shop/login/200YP417ZT479R7201565 
• https[:]//carousell-hk[.]rtlkea[.]shop/login/200ZZ417IZ479T7201565 
• https[:]//carousell-hk[.]tisket[.]shop/login/345PR817UC477A3903371 
• https[:]//carousell-hk[.]skechstre[.]shop/login/190AJ717CZ475B7263652 
• https[:]//carousell-hk[.]skechstre[.]shop/login/313TO017SX475J7329368 
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客客 戶戶 重重 要要 通通 知知   
IImmppoorrttaanntt  NNoottiiccee  ttoo  CCuussttoommeerrss  

 

• https[:]//carousell-hk[.]skechstre[.]shop/login/181IN117ZO475Z7410590 
• https[:]//carousell-hk[.]skechstre[.]shop/login/363QU217MD475V7492927 
• https[:]//carousell-hk[.]luklosket[.]shop/login/274VW317HC473H6784346 
• https[:]//carousell-hk[.]luklosket[.]shop/login/282KT017PY473E6840660 
• https[:]//carousell-hk[.]mhtsketch[.]shop/login/397MW017UH472J2320868 
• https[:]//carousell-hk[.]bdbusket[.]shop/login/124WY017YZ471Z9680699 
• https[:]//carousell-hk[.]bosen[.]shop/login/149MK017BQ465K2683516 
• https[:]//carousell-hk[.]vfqske[.]shop/login/166YA617JW466L5386496 
• https[:]//carousell-hk[.]vfqske[.]shop/login/166KI617MY466G5386496 
• https[:]//carousell-hk[.]vfqske[.]shop/login/166NJ617RF466A5386496 
• https[:]//carousell-hk[.]vfqske[.]shop/login/117ME517NI466R7528568 
• https[:]//carousell-hk[.]xoqfat[.]shop/login/353TM517KM462I6878754 
• https[:]//carousell-order[.]hk-trade[.]icu/auth/229359584?bank=29&refer=2 
• https[:]//carousell-hk[.]bosen[.]shop/login/149ZQ017BY465F2683516 

May 
2025 – 
1st Batch 

• https[:]//flb[.]wgc360[.]com/CCBIS/V6/STY4/B5/login_hk[.]jsp 

Apr 
2025 

• https[:]//carousell-hk[.]pikalty[.]shop/login/268CM117GA448N6170589/ 
• https[:]//carousell-hk[.]pikalty[.]shop/login/388EB317FR448J6550424/ 
• https[:]//carousell-hk.kripiker[.]shop/login/100ZB817MB444B3614372/ 
• https[:]//carousell-hk[.]kripiker[.]shop/login/270AX817ZF445F1771042/ 
• https[:]//carousell-

order[.]asiafinance[.]world/auth/240248167?bank=29&refer=2  
• https[:]//carousell-

order[.]asiafinance[.]world/auth/191798264?bank=29&refer=2  
• https[:]//carousell-

order[.]asiafinance[.]world/auth/250837881?bank=29&refer=2  
• https[:]//carousell-order[.]asiafinance[.]world/auth/258753210?bank=29 
• https[:]//carousell-order[.]asiafunds[.]top/auth/211220901?bank=29 
• https[:]//carousell-hk[.]hapikas[.]shop/login/342PA717TB442G5600934 
• https[:]//carousell-order[.]transfer-asia[.]icu/auth/213984990?bank=29 
• https[:]//carousell-hk[.]wopiyu[.]shop/login/300AB717VW438F7366820  
• https[:]//carousell-hk[.]wopiyu[.]shop/login/227SZ317KO438O7397559  
• https[:]//carousell-hk[.]wopiyu[.]shop/login/330RY917RD438B7431768  
• https[:]//carousell-hk[.]tukiks[.]shop/login/247YF517GX435A2289332  
• https[:]//carousell-hk[.]tukiks[.]shop/login/222IF517ML435N2313739  
• https[:]//carousell-hk[.]tukiks[.]shop/login/282JV817EM435L2359835  
• https[:]//carousell[.]viabank[.]shop/auth/241374054?bank=29 
• https[:]//carousell-hk[.]tukiks[.]shop/login/255WV717ZT435O5942420 
• https[:]//carousell-hk.kiksuos[.]shop/login/106QW817OJ434Y2557489 

Mar 
2025 - 

• https[:]//carousell.byfps[.]icu/auth/196475017?bank=29 
• https[:]//carousell.byfps[.]icu/auth/259813274?bank=29 
• https[:]//carousell-hk[.]dkstation[.]shop/login/245AS417WU425I5877274 
• https[:]//carousell-hk[.]bsrtat[.]shop/login/108WW717XZ426W1299385 
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客客 戶戶 重重 要要 通通 知知   
IImmppoorrttaanntt  NNoottiiccee  ttoo  CCuussttoommeerrss  

 

2nd 
Batch 

• https[:]//carousell[.]banktransfer[.]top/auth/226069404?bank=29  
• https[:]//carousell[.]banktransfer[.]top/auth/230768403?bank=29  
• https[:]//carousell[.]banktransfer[.]top/auth/242223363?bank=29  
• https[:]//carousell-hk[.]bsrtat[.]shop/login/114NS917EU426T5170052 
• https[:]//carousell-hk[.]bsrtat[.]shop/login/129EO217KL427R0331544 
• https[:]//carousell-hk[.]bsrtat[.]shop/login/363PK017YM427I0406753 
• https[:]//carousell-hk[.]bsrtat[.]shop/login/111QV417UK427R0251327 
• https[:]//carousell-hk[.]ataty[.]shop/login/125XJ417DB427C3766291 
• https[:]//carousell-hk[.]kstation[.]shop/login/309DG617WD424V6462078 
• https[:]//carousell-hk[.]kstation[.]shop/login/342TV917LM424B6702874 
• https[:]//carousell-hk[.]kstation[.]shop/login/211AG217LA425V2359349  
• https[:]//carousell[.]asiatransfer[.]icu/auth/219926790?bank=29  
• https[:]//fpsasia[.]icu/auth/228038251?bank=29 
• https[:]//transasia[.]top/auth/228038251?bank=29 
• https[:]//transasia[.]shop/auth/228038251?bank=29 
• https[:]//asiafps[.]top/auth/228038251?bank=29 
• https[:]//fpsasia[.]top/auth/228038251?bank=29 
• https[:]//asiafps[.]icu/auth/228038251?bank=29 
• https[:]//asiatransfer[.]shop/auth/228038251?bank=29 
• https[:]//asiatransfer[.]icu/auth/228038251?bank=29 
• https[:]//transasia[.]icu/auth/228038251?bank=29 
• https[:]//asiaway[.]top/auth/228038251?bank=29 
• https[:]//carousell-hk[.]datatel[.]shop/login/107SB617XF423Y8571072/ 
• https[:]//carousell[.]asiasell[.]shop/auth/228038251?bank=29 
• https[:]//carousell-hk[.]datatel[.]shop/login/135CG917OH423Q8453257 
• https[:]//carousell-hk[.]datatel[.]shop/login/390DM617YW424W4249687 
• https[:]//carousell[.]asiasell[.]shop/auth/196958390?bank=29  
• https[:]//carousell[.]asiasell[.]shop/auth/201009807?bank=29  
• https[:]//carousell-hk[.]ketotkkij[.]shop/login/232ZQ317JN422I1122792 
• https[:]//carousell-hk[.]solitato[.]shop/login/314TM817OE423R5799280  
• https[:]//carousell-hk[.]solitato[.]shop/login/277LI817HY423N5867436  
• https[:]//carousell-hk[.]solitato[.]shop/login/296EU117HD423T5798688  
• https[:]//carousell[.]fps-asia[.]icu/auth/261636880?bank=29 
• https[:]//carousell[.]asiawallet[.]icu/auth/261636880?bank=29 
• https[:]//carousell[.]asia-fps[.]icu/auth/261636880?bank=29 
• https[:]//asiaway[.]icu/auth/261636880?bank=29 
• https[:]//asiabuy[.]icu/auth/261636880?bank=29 
• https[:]//fpsonline[.]digital/auth/261636880?bank=29 

Mar 
2025 – 
1st Batch 

• https[:]//carousell.receivefps[.]digital/auth/186180882?bank=29  
• https[:]//carousell.receivefps[.]digital/auth/248217177?bank=29  
• https[:]//carousell.receivefps[.]digital/auth/209643198?bank=29  
• https[:]//carousell.receivefps[.]digital/auth/196661491?bank=29  
• https[:]//carousell-hk[.]ketotkkij[.]shop/login/148YN017RX422H2444073 
• https[:]//carousell-hk[.]ketotkkij[.]shop/login/158LB217LW422K2570559 
• https[:]//carousell-hk[.]ketotkkij[.]shop/login/378UH217DO422E2763648 
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• https[:]//carousell[.]asiabill[.]shop/auth/210335737?bank=29 
• https[:]//carousell[.]asia-transfer[.]shop/auth/210335737?bank=29 
• https[:]//carousell[.]checkout-asia[.]shop/auth/210335737?bank=29 
• https[:]//carousell[.]transferasia[.]icu/auth/243096733?bank=29 
• https[:]//carousell[.]gateway-asia[.]icu/auth/243096733?bank=29 
• https[:]//carousell[.]asia-market[.]icu/auth/243096733?bank=29 
• https[:]//carousell[.]asia-wallet[.]icu/auth/243096733?bank=29 
• https[:]//carousell[.]asia-gateway[.]icu/auth/243096733?bank=29 
• https[:]//carousell[.]marketasia[.]icu/auth/243096733?bank=29 
• https[:]//carousell[.]transfer-gateway[.]icu/auth/243096733?bank=29 
• https[:]//carousell[.]asia-transfer[.]icu/auth/243096733?bank=29 
• https[:]//carousell[.]gateway-market[.]icu/auth/246505380?bank=29 
• https[:]//carousell[.]e-wallet[.]world/auth/242795976?bank=29  
• https[:]//carousell[.]e-wallet[.]world/auth/243096733?bank=29  
• https[:]//carousell[.]e-wallet[.]world/auth/212488785?bank=29 
• https[:]//carousell-hk[.]linetotyo[.]shop/login/336JN817UE416P9898739/ 
• https[:]//carousell-hk[.]bhetq[.]shop/login/375JH417YD416D9870353/ 
• https[:]//carousell-hk[.]cinertoture[.]shop/login/158CM517VP417E1357532/ 
• https[:]//carousell-hk[.]hefutotu[.]shop/login/363JY217IH417S1158175/ 
• https[:]//carousell-hk[.]itotoki[.]shop/login/363JY217IH417S1158175/ 
• https[:]//carousell-hk[.]bhetq[.]shop/login/231KR917XY416W8613873 
• https[:]//carousell-fps[.]confirm-order[.]today/auth/261827208?bank=29 
• https[:]//carousell-fps[.]fps-gateway[.]shop/auth/242007481?bank=29 
• https[:]//carousell-fps[.]order-transaction[.]digital/auth/242007481?bank=29 
• https[:]//carousell-fps[.]viafps[.]icu/auth/242007481?bank=29 
• https[:]//carousell-fps[.]fpsprocess[.]top/auth/262222216?refer=&bank=29  
• https[:]//carousell-hk[.]linetotyo[.]shop/login/161NA417VE413F7192088 
• https[:]//carousell-fps.viafps[.]icu/auth/270737404?refer=&bank=29 
• https[:]//sfexpress.viafps[.]icu/auth/198688743?refer=&bank=29 
• https[:]//carousell-hk[.]bhetq[.]shop/login/324VH917KF414V9351658 
• https[:]//carousell-fps[.]fpsget[.]digital/auth/237616194?refer=&bank=29 
• https[:]//carousell-fps[.]fpsget[.]digital/auth/250763669?refer=&bank=29 
• https[:]//carousell-hk[.]linetotyo[.]shop/login/257FI117OY412C8414240 
• https[:]//fpsonline[.]icu/auth/196816309?refer=&bank=29 
• https[:]//webfps[.]world/auth/196816309?refer=null&bank=29 
• https[:]//fpsonline[.]shop/auth/196816309?refer=&bank=29 
• https[:]//webfps[.]digital/auth/196816309?refer=null&bank=29 
• https[:]//fpsonline[.]world/auth/196816309?refer=&bank=29 
• https[:]//webfps[.]top/auth/196816309?refer=null&bank=29 
• https[:]//carousell-hk[.]kotablau[.]shop/login/236KK417CZ410X9552355/  
• https[:]//carousell-fps[.]webfps[.]top/auth/197816633?refer=&bank=29 
• https[:]//carousell-hk[.]kekesp[.]shop/login/270MS117LK410P7746750/ 
• http[:]//carousell-hk[.]jetpetir[.]shop/login/270MS117LK410P7746750/ 
• https[:]//carousell-hk[.]dgjet[.]shop/login/284WW617HP409G9614625/ 
• https[:]//carousell-fps[.]receivefps[.]today/auth/260748709?refer=&bank=29 
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• https[:]//carousell-fps[.]webfps[.]shop/auth/246800982?refer=&bank=29 
Feb 
2025 

• https[:]//chinaconstructionbank[.]top/ 
• https[:]//carousell-

fps[.]receivefps[.]today/auth/237941643?refer=null&bank=29 
• https[:]//carousell-fps[.]receivefps[.]shop/auth/237941643?refer=&bank=29 
• https[:]//carousell-fps[.]sendfps[.]online/auth/203543060?refer=&bank=29 
• https[:]//carousell-hk.tutarjeta[.]shop/login/108QB117RG403A8879455 
• https[:]//carousell-fps[.]sendfps[.]com/auth/183927916?refer=&bank=29  
• https[:]//carousell-fps[.]sendfps[.]com/auth/223202569?refer=&bank=29  
• https[:]//carousell-fps[.]sendfps[.]com/auth/225633683?refer=&bank=29  
• https[:]//carousell-fps[.]sendfps[.]com/auth/248590556?refer=&bank=29  
• https[:]//carousell-fps[.]sendfps[.]com/auth/272149824?refer=&bank=29 
• https[:]//carousell-hk[.]kekesp[.]shop/login/202RD517LZ396F7436314 
• https[:]//prd-dmcu-sg7[.]xylink[.]com/CCBIS/V6/STY4/B5/login_hk[.]jsp 
• https[:]//wspmeeting[.]scai-

global[.]com[:]4443/CCBIS/V6/STY4/B5/login_hk[.]jsp 
• https[:]//v2mwkojtvsr2elq932gmlnwmv63sl6m9i[.]mobgslb[.]tbcache[.]com/

CCBIS/V6/STY4/B5/login_hk[.]jsp 
• https[:]//tms-pro-common-

third[.]dekuncn[.]com/CCBIS/V6/STY4/B5/login_hk[.]jsp 
Jan 
2025 

• https[:]//carousell-hk[.]lifetw[.]shop/login/374QM417WD370D1243472 
• https[:]//carousell-fps.e-fps[.]digital/personal/228596741?refer=&bank=29 
• https[:]//carousell-fps[.]efps[.]shop/personal/211892081?refer=&bank=29 
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Appendix 2： 
 
Fraudulent Mobile Applications 
Batch Links of Fraudulent Mobile Applications 
Feb 
2025 

• https[:]//ccb-hk-mo[.]en[.]aptoide[.]com/app 
• http[:]//www[.]caiwan[.]com/soft/178901[.]html 
• http[:]//m[.]caiwan[.]com/soft/178901[.]html#download?sogou[.]com 
• https[:]//www[.]84hh[.]com/az/123197[.]html#yyxz 
• https[:]//m[.]84hh[.]com/az/123197[.]html 
• https[:]//stockslink[.]en[.]aptoide[.]com/app 
• http[:]//www[.]xz7[.]com/downinfo/227018[.]html 
• http[:]//m[.]xz7[.]com/downinfo/227018[.]html 
• https[:]//www[.]cr173[.]com/soft/1022058[.]html 
• https[:]//m[.]cr173[.]com/x/1022058 
• https[:]//www[.]qutuijian[.]com/apps/6448[.]html 
• https[:]//www[.]ddooo[.]com/softdown/237499[.]htm 
• https[:]//m[.]ddooo[.]com/softdown/237499[.]htm 
• http[:]//www[.]qtsyw[.]com/XiaZai/80358[.]html 
• http[:]//m[.]qtsyw[.]com/XiaZai/80358[.]html 
• https[:]//www[.]18jie[.]com/app/29736[.]html 
• https[:]//m[.]18jie[.]com/app/29736[.]html 
• https[:]//m[.]downsu[.]com/app/49155[.]html 
• https[:]//www[.]cr173[.]com/soft/823405[.]html 
• https[:]//m[.]cr173[.]com/x/823405 
• https[:]//www[.]vkxiazai[.]com/app/11739[.]html 
• https[:]//m[.]vkxiazai[.]com/app/11739[.]html 
• https[:]//www[.]downq[.]com/apps/24491[.]html 
• https[:]//m[.]downq[.]com/apps/24491[.]html 
• https[:]//m[.]qutuijian[.]com/apps/6448[.]html 
• https[:]//www[.]ptxz[.]com/soft/98679[.]htm 
• https[:]//m[.]ptxz[.]com/soft/98679[.]htm 
• http[:]//www[.]danji100[.]com/app/126204[.]html 
• http[:]//m[.]danji100[.]com/app/126204[.]html 
• http[:]//www[.]xz7[.]com/downinfo/572726[.]html 
• http[:]//m[.]xz7[.]com/downinfo/572726[.]html 
• https[:]//www[.]32r[.]com/app/130731[.]html 
• https[:]//m[.]32r[.]com/app/130731[.]html 
• https[:]//www[.]downkuai[.]com/android/169478[.]html 
• https[:]//m[.]downkuai[.]com/android/169478[.]html 
• http[:]//www[.]7273[.]com/down/54353[.]html 
• http[:]//m[.]7273[.]com/down/54353[.]html 
• http[:]//www[.]danji100[.]com/app/132915[.]html 
• http[:]//m[.]danji100[.]com/app/132915[.]html 
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• https[:]//www[.]itmop[.]com/downinfo/23724[.]html 
• https[:]//m[.]itmop[.]com/downinfo/23724[.]html 
• https[:]//www[.]itmop[.]com/downinfo/484370[.]html 
• https[:]//m[.]itmop[.]com/downinfo/484370[.]html 
• http[:]//www[.]3673[.]com/down/7694[.]html 
• http[:]//m[.]3673[.]com/down/7694[.]html 
• https[:]//www[.]3h3[.]com/az/338540[.]html 
• https[:]//m[.]3h3[.]com/az/338540[.]html 

 
Date of last update date：Feb 4, 2026 
For records from the year 2024 or earlier, please refer to the Newsroom archive. 


